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SSL_* 275
X509_* 187
h TLS F*E] E EVP_* 175
BIO_* 85

_ BN_* 55

k REARE/RRIZEAI/NY T2 PEM_* 48
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typedef
typedef
typedef
typedef
typedef
typedef
typedef

#define
#define
#define
#define
#define
#define

wolfSSL (O #E!

WOLFSSI,_EVP PKEY
WOLFSSL_BIO

WOLFSSL,_BIO METHOD
WOLFSSI, CIPHER

WOLFSSL_ X509 LOOKUP
WOLFSSL_ X509 LOOKUP METHOD
WOLFSSL_ X509 CRL

OpenSSL E#4

SSL CTX new
SSL new

SSL set fd
SSL get fd
SSL connect
SSL clear

OpenSSL Bt L A4 ¥ —DL#H -2-

OpenSSL MO #!

EVP PKEY;
BIO;

BIO METHOD;
SSL CIPHER;
X509 LOOKUP;

X509 LOOKUP METHOD;

X509 CRL;

wolfSSL B4

wolfSSL CTX new
wolfSSL new
wolfSSL set fd
wolfSSL get fd
wolfSSL connect
wolfSSL:clear
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$ ./configure —enable-opensslextra
$ make

$ make install OpenSSL conv

_ |ibwolfssl.so

wolfSSL

ANYFT7AI
options.h
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testserver.c

ssl = SSL_new(ctx);
P SSL_set fd(ssl, fd);
7
OpenSSLMDE! . API%{EFH < - SSL. accept
printf("starting TLS handshake¥n" );
while (1) {
sslret = SSL_accept(ssl);

ssl_eno = SSL_get error(ssl, sslret);
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$ gcc testserver.c -0 open.out -Issl -Lcrypt

/ / [

Y—RIT7AI F7ING Y0534 T3) 4A20I—FT7A4ILI\R

e . /

$ gcc testserver.c -o wolf.out -fwolfssl -I<header file path>
-include wolfssl/options.h
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testserver.c
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OpenSSLE# L1 Y —%F3

TLSH—/\ (OpenSSL)

libssl.so
libcrypto.so \

TLS&{E

TLSH—/\ (wolfSSL) /’

- libwolfsl.so
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%% E— 701§1 .
- open.out & wolf.out DEITEHICE—TFEHRE%

awi

« Valgrind + massif

OpenSSL

SN

n time(i) total(B) useful-heap(B) extra-heap(B)
50 28,002,940 |277,592 212,986 64,606
51 28,091,762 |241,752 177,657 64,095
52 28,150,844 188,768 126,649 62,119
53 28,209,996 183,768 123,649 60,119
54 28,269,615 178,488 120,481 58,007
55 28,328,719 173,808 117,673 56,135
56 28,387,768 119,888 84,825 35,063
57 28,446,839 61,448 49,761 11,687
180 ~ 270KB

wolfSSL

518l

n time(i) total(B) Juseful-heap(B) extra-heap(B)
87 57,677,169 | 12,384 11,909 475
88 57,867,340 | 12,136 11,723 413
89 57,871,777 | 12,080 11,685 395
90 57,890,025 | 12,216 11,801 415
91 57,907,860 | 12,200 11,789 411
92 57,914,181 | 12,336 11,903 433
93 57,921,066 | 12,296 11,890 406
94 57,924,016 9,920 9,643 277
95 57,928,806 5,664 5,411 253

12KB
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