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Description
API

Symmetric Encrypt/Decrypt Service

AesSetKey fips Initializes aes object with userKey of
length keylen, dir indicates the direction
while iv is optional. Returns 0 on success,
< 0 on error.

AesSetIV fips Initializes aes object with user iv. Returns
0 on success, < 0 on error.

AesCbcEncrypt fips Performs aes CBC Encryption on input in
to output out of size sz. Returns 0 on
success, < 0 on error.

AesCbcDecrypt fips Performs aes CBC Decryption on input in
to output out of size sz. Returns 0 on
success, < 0 on error.

AesEcbEncrypt fips Performs aes ECB Encrypt on input in to
output out of size sz. Returns 0 on
success, < 0 on error.

AesEcbDecrypt fips Performs aes ECB Encryption on input in
to output out of size sz. Returns 0 on
success, < 0 on error.

AesCtrEncrypt fips Performs aes CTR Encryption on input in
to output out of size sz. Returns 0 on
success, < 0 on error. This API also
performs CTR Decryption.

AesGcmSetKey fips Initializes aes object with key of length len.
Returns 0 on success, < 0 on error.




AesGcmSetExtIV fips

Initializes aes object with an externally
generated iv of length ivSz. Returns 0 on
success, < 0 on error.

AesGcmSetIV fips

Initializes aes object with an internally
generated |V of length ivSz using ivFixed
as the first ivFixedSz bytes and the
remainder being random bytes from rng.
Returns 0 on success, < 0 on error.

AesGcmEncrypt fips

Performs aes GCM Encryption on input in
to output out of size sz. The current IV is
stored in buffer ivOut of length ivOutSz.
The authentication tag is stored in buffer
authTag of size authTagSz. authinSz
bytes from authln are calculated into the
authentication tag. Returns 0 on success,
< 0 on error.

AesGcmDecrypt fips

Performs aes GCM Decryption on input in
to output out of size sz using iv of size
ivSz. The authTag of size authTagSz is
checked using the input and the authIinSz
bytes of authln. Returns 0 on success, < 0
on error.

AesCcmSetKey fips

Initializes aes object with key of length
keySz. Returns 0 on success, < 0 on error.

AesCcmSetNonce fips

Initializes aes object with an externally
generated nonce of length nonceSz.
Returns 0 on success, < 0 on error.

AesCcmEncrypt fips

Performs aes CCM Encryption on input in
to output out of size inSz. The current IV is
stored in buffer nonce of length nonceSz.
The authentication tag is stored in buffer
authTag of size authTagSz. authinSz
bytes from authln are calculated into the
authentication tag. Returns 0 on success,
< 0 on error.

AesCcmbDecrypt fips

Performs aes CCM Decryption on input in
to output out of size inSz using nonce of
size nonceSz. The authTag of size
authTagSz is checked using the input and




the authinSz bytes of authin. Returns 0 on
success, < 0 on error.

Des3 SetKey fips

Initializes des3 object with key, dir
indicates the direction while iv is optional.
Returns 0 on success, < 0 on error.

Des3 SetlIV fips

Initializes des3 object with User iv.
Returns 0 on success, < 0 on error.

Des3 CbcEncrypt fips

Performs des3 Cbc Encryption on input in
to output out of size sz. Returns 0 on
success, < 0 on error.

Des3 CbcDecrypt fips

Performs des3 Cbc Decryption on input in
to output out of size sz. Returns 0 on
success, < 0 on error.

Keyed Hash Service

HmacSetKey fips

Initializes hmac object with key of size
keySz using the hash type. Returns 0 on
success, < 0 on error.

HmacUpdate fips

Performs hmac Update on input data of
size len. Returns 0 on success, <0 on
error.

HmacFinal fips

Performs hmac Final, outputs digest to
hash. Returns 0 on success, < 0 on error.

Gmac fips

Performs GMAC on input authln of size
authinSz and outputs authTag of size
authTagSz. Uses key of length keySz and
randomly generates an |V of length ivSz
stored in iv using random number
generator rng. GMAC Returns 0 on
success, < 0 on error.

GmacVerify fips

Verifies GMAC authTag of length
authTagSz on input authln of size
authinSz using the key of length keySz
and the iv of length ivSz. Returns 0 on
success, < 0 on error.




InitCmac fips

Initializes cmac object with key of size
keySz using the hash type. Returns 0 on
success, < 0 on error.

CmacUpdate fips

Performs emac Update on input in of size
inSz. Returns 0 on success, < 0 on error.

CmacFinal fips

Performs ecmac Final, outputs digest to out
of size outSz, which is updated with the
actual output size. Returns 0 on success, <
0 on error.

Random Number

Generation Service

InitRng fips

Initializes RNG object for use. Returns 0
on success, < 0 on error.

FreeRng fips

Releases RNG resources and zeros out
state. Returns 0 on success, < 0 on error.
Also part of Zeroize Service.

RNG GenerateBlock fips

Retrieves block of RNG output for user into
buf of size in bytes bufSz. Returns 0 on
success, < 0 on error.

RNG HealthTest fips

When reseed is 0, tests the output of a
temporary instance of an RNG against the
expected output of size in bytes outputSz
using the seed buffer entropyA of size in
bytes entropyASz, where entropyB and
entropyBSz are ignored. When reseed is
1, the test also reseeds the temporary
instance of the RNG with the seed buffer
entropyB of size in bytes entropyBSz and
then tests the RNG against the expected
output of size in bytes outputSz. Returns
0 on success, < 0 on error.

Digital Signature Service

InitRsaKey fips

Initializes RSA key object for use with
optional heap hint p. Returns 0 on
success, < 0 on error.

FreeRsaKey fips

Releases RSA key resources. Returns 0
on success, < 0 on error.




RsaSSL Sign fips

Performs RSA key Signing operation on
input in of size inLen, outputting to out of
size outLen using rng. Returns 0 on
success, < 0 on error.

RsaSSL VerifyInline fips

Performs RSA key Verification without
allocating temporary memory on input in of
size inLen, writes to output out. Returns 0
on success, < 0 on error.

RsaSSL Verify fips

Performs RSA key Verification on input in
of size inLen, writes to output out of size
outLen. Returns 0 on success, <0 on
error.

RsaPSS Sign fips

Performs RSA key Signing operation with
PSS padding on input in of size inLen,
outputting to out of size outLen using rng.
It uses the hash algorithm hash with the
mask generation function mgf. Returns 0
on success, < 0 on error.

RsaPSS SignEx fips

Performs RSA key Signing operation with
PSS padding on input in of size inLen,
outputting to out of size outLen using rng.
It uses the hash algorithm hash with the
mask generation function mgf and a salt
length of saltLen. Returns 0 on success, <
0 on error.

RsaPSS VerifyInline fips

Performs RSA key Verification without
allocating temporary memory on input in of
size inLen, writes to output out. It uses the
hash algorithm hash with the mask
generation function mgf. Returns 0 on
success, < 0 on error.

RsaPSS VerifyInlineEx fips

Performs RSA key Verification on input in
of size inLen, writes to output out of size
outLen. It uses the hash algorithm hash
with the mask generation function mgf and
a salt length of saltLen. Returns 0 on
success, < 0 on error.

RsaPSS Verify fips

Performs RSA key Verification on input in
of size inLen, writes to output out of size




outLen. It uses the hash algorithm hash
with the mask generation function mgf.
Returns 0 on success, < 0 on error.

RsaPSS VerifyEx fips

Performs RSA key Verification on input in
of size inLen, writes to output out of size
outLen. It uses the hash algorithm hash
with the mask generation function mgf and
a salt length of saltLen. Returns 0 on
success, < 0 on error.

RsaPSS CheckPadding fips

Checks the padding after RSA key
verification on input in of size inSz with
signature sig of size sigSz using hash
hashType. Returns 0 on success, <0 on
error.

RsaPSS CheckPaddingEx fips

Checks the padding after RSA key
verification on input in of size inSz with
signature sig of size sigSz using hash
hashType and a salt length of saltLen.
Returns 0 on success, < 0 on error.

RsaEncryptSize fips

Retrieves RSA key Output Size. Returns
key output size > 0 on success, <0 on
error.

wc_ RsaPrivateKeyDecode

Decodes an Rsa Private key from a buffer
input starting at index inOutldx of size
inSz. Returns 0 on success, <0 on error.

wc_ RsaPublicKeyDecode

Decodes an Rsa Public key from a buffer
input starting at index inOutldx of size
inSz. Returns 0 on success, <0 on error.

ecc _init fips

Initializes ECC key object for use. Returns
0 on success, < 0 on error.

ecc_free fips

Releases ECC key object resources.
Returns 0 on success, < 0 on error.

ecc_import x963 fips

Imports the ECC public key in ANSI X9.63
format from in of size inLen. Returns 0 on
success, < 0 on error.




ecc_sign hash fips

Performs ECC key Signing operation on in
of length inlen and output to out of length
outlen using rng. Returns 0 on success, <
0 on error.

ecc verify hash fips

Performs ECC key Verification of sig of
size siglen, with hash of length hashlen.
The signature verification result is returned
in res. Returns 0 on success, < 0 on error.

Message Digest Service

InitSha fips

Initializes sha object for use. Returns 0 on
success, < 0 on error.

ShaUpdate fips

Performs sha Update on input data of size
len. Returns 0 on success, < 0 on error.

ShaFinal fips

Performs sha Final, outputs digest to
hash. Returns 0 on success, < 0 on error.

InitSha224 fips

Initializes sha224 object for use. Returns 0
on success, < 0 on error.

Sha224Update fips

Performs sha224 Update on input data of
size len. Returns 0 on success, <0 on
error.

Sha224Final fips

Performs sha224 Final, outputs digest to
hash. Returns 0 on success, < 0 on error.

InitSha256 fips

Initializes sha256 object for use. Returns 0
on success, < 0 on error.

Sha256Update fips

Performs sha256 Update on input data of
size len. Returns 0 on success, <0 on
error.

Sha256Final fips

Performs sha256 Final, outputs digest to
hash. Returns 0 on success, < 0 on error.

InitSha384 fips

Initializes sha384 object for use. Returns 0
on success, < 0 on error.

Sha384Update fips

Performs sha384 Update on input data of
size len. Returns 0 on success, <0 on
error.




Sha384Final fips

Performs sha384 Final, outputs digest to
hash. Returns 0 on success, < 0 on error.

Initshab5l2 fips

Initializes sha512 object for use. Returns 0
on success, < 0 on error.

Shab5l2Update fips

Performs sha512 Update on input data of
size len. Returns 0 on success, < 0 on
error.

Shab5l12Final fips

Performs sha512 Final, outputs digest to
hash. Returns 0 on success, < 0 on error.

InitSha3 224 fips

Initializes sha3 (224-bit) object for use.
Returns 0 on success, < 0 on error.

Sha3 224 Update fips

Performs sha3 (224-bit) Update on input
data of size len. Returns 0 on success, <0
on error.

Sha3 224 Final fips

Performs sha3 (224-bit) Final, outputs
digest to hash. Returns 0 on success, <0
on error.

InitSha3 256 fips

Initializes sha3 (256-bit) object for use.
Returns 0 on success, < 0 on error.

Sha3 256 Update fips

Performs sha3 (256-bit) Update on input
data of size len. Returns 0 on success, <0
on error.

Sha3 256 Final fips

Performs sha3 (256-bit) Final, outputs
digest to hash. Returns 0 on success, <0
on error.

InitSha3 384 fips

Initializes sha3 (384-bit) object for use.
Returns 0 on success, < 0 on error.

Sha3 384 Update fips

Performs sha3 (384-bit) Update on input
data of size len. Returns 0 on success, <0
on error.

Sha3 384 Final fips

Performs sha3 (384-bit) Final, outputs
digest to hash. Returns 0 on success, <0
on error.




InitSha3 512 fips

Initializes sha3 (512-bit) object for use.
Returns 0 on success, < 0 on error.

Sha3 512 Update fips

Performs sha3 (512-bit) Update on input
data of size len. Returns 0 on success, <0
on error.

Sha3 512 Final fips

Performs sha3 (512-bit) Final, outputs
digest to hash. Returns 0 on success, < 0
on error.

Key Gener

ation Service

MakeRsaKey fips

Generates an RSA key with modulus
length size and exponent e using the
random number generator rng.

CheckProbablePrime fips

For a potential modulus of length nlen,
check the candidate numbers pRaw of size
pRawSz and qRaw of size qRawSz to see
if they are probably prime. They should
both have a GCD with the exponent eRaw
of size eRawSz of 1. The prime candidates
are checked with Miller-Rabin. The result is
written to isPrime. Returns 0 on success, <
0 on error.

RsaExportKey fips

Exports the RSA key as its components e
of eSz, n of nSz, d of dSz, p of pSz, q of
gSz. The sizes should be the sizes of the
buffers, and are updated to the actual
length of number. Returns 0 on success, <
0 on error.

ecc_make key fips

Performs the ECC Key Generation
operation on key of size keysize using
rng. Returns 0 on success, < 0 on error.

ecc_export x963 fips

Exports the ECC public key in ANSI X9.63
format to out of size outLen. Returns 0 on
success, < 0 on error.

HKDF fips

Performs HMAC based Key Derivation
Function using a hash of type and inKey
of size inKeySz, with a salt of length
saltSz and info of infoSz. The key is




written to out of size outSz. Returns 0 on
success, < 0 on error.

Key Agree

ment Service

ecc_shared secret fips

Performs ECDHE Key Agreement
operation with privKey and the peer’'s
pubKey and storing the result in
sharedSecret of length sharedSz.
Returns 0 on success, < 0 on error.

DhAgree fips

Creates the agreement agree of size
agreeSz using DH key private priv of size
privSz and peer’s public key otherPub of
size pubSz. Returns 0 on success, <0 on
error.

DSA Key Service

InitDhKey fips

Initializes DH key object for use. No return
code.

FreeDhKey fips

Releases DH key resources. No return
code.

DhSetKeyEx fips

Sets the group parameters for the DH key
from the unsigned binary inputs p of size
pSz, q of size qSz, and g of size gSz.
Returns 0 on success, < 0 on error.

DhGenerateKeyPair fips

Generates the public part pub of size
pubSz, private part priv of size privSz
using rng for DH key. Returns 0 on
success, < 0 on error.

Key Transport Service

RsaPublicEncrypt fips

Performs RSA key Public Encryption on
input in of size inLen, writes to output out
of size outLen using rng. Returns 0 on
success, < 0 on error.

RsaPublicEncryptEx fip

S

Performs RSA key Public Encryption on
input in of size inLen, writes to output out
of size outLen using rng. It uses padding
of type. If using PSS padding, it uses hash




and mgf, with label of size labelSz.
Returns 0 on success, < 0 on error.

RsaPrivateDecryptInline fips

Performs RSA key Private Decryption
without allocating temporary memory on
input in of size inLen, writes to output out.
Returns 0 on success, < 0 on error.

RsaPrivateDecryptInlineEx fip
S

Performs RSA key Private Decryption
without allocating temporary memory on
input in of size inLen, writes to output out.
It uses padding of type. If using PSS
padding, it uses hash and mgf, with label
of size labelSz. Returns 0 on success, <0
on error.

RsaPrivateDecrypt fips

Performs Rsa key Private Decryption on
input in of size inLen, writes to output out
of size outLen. Returns 0 on success, <0
on error.

RsaPrivateDecryptEx fips

Performs Rsa key Private Decryption on
input in of size inLen, writes to output out
of size outLen. It uses padding of type. If
using PSS padding, it uses hash and mgf,
with label of size labelSz. Returns 0 on
success, < 0 on error.

Show status Service

wolfCrypt GetStatus fips

Returns the current status of the module.
A return code of 0 means the module is in
a state without errors. Any other return
code is the specific error state of the
module.

wolfCrypt GetVersion fips

Returns a pointer to the null-terminated
char string of the wolfCrypt library version.

wolfCrypt GetCoreHash fips

Returns a pointer to the null-terminated
char string of the core hash in hex.




API Calls for Allowed Security Functions

API Description

Message digest MD5 Service

wc_InitMd5 Initializes md5 object for use. Returns 0 on success, < 0 on error.

wc_Md5Update | Performs mdS Update on input data of size len. Returns 0 on
success, < 0 on error.

wc_Md5Final Performs md5 Final, outputs digest to hash. Returns 0 on
success, < 0 on error.
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